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Organization Layer

Feaple - Supenvisory Layer
Persona Layer

Software Application Layer
Operating System Layer

Machine Language Layer

Cyberspace —

Logical Layer
{Communications Pors
Ard Protocols)

Physical Layer
Geagraphic Layer
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@hlve layer
- User’s information-awareness environment

- Contextual understanding of information

=

Service layer

- The public and commercial services
- Operational (bank), media (You Tube) and public services

Semantic layer

- Information and datasets in the servers and computers
- Different user-administered functions, such as printer control

Syntactic layer

- System control and management programs and features
- Network protocols, error correction, handshaking etc.

Physical layer

- Network devices, switches and routers
- Wired and wireless connections

S—

(Lehto, 2015) s 5l (g b sLia suaY Jube 1\ JSC&
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A Review of Layered Models of Cyberspace and and Proposal of a

New Model
Ehsan Khosshalpour!

Abstract

In today's world, cyberspace has become an integral part of human life, fulfilling many of
humanity's needs through the various capabilities provided by this technology. This technological
transformation, while offering advantages such as speed, simplicity, and accuracy in delivering
diverse services to users, has also posed challenges for governments. One of the most critical
requirements for effective management of cyberspace is the understanding of its various components
and how they interconnect. This understanding can only be achieved by simplifying and constraining
cyberspace within a model. A layered model typically represents the constituent components in a
vertical structure as interdependent layers. This paper aims to provide a narrative review of the
layered models proposed for cyberspace, to identify a comprehensive and easily understandable
model for managing and governing cyberspace. For this purpose, a search of reputable online
databases yielded 57 papers or books, which were studied, and 19 unique layered models were
identified. The identified layered models were categorized into four groups, and the models have
been compared based on the coverage of cyberspace components and the level of overlap between
the layers of different models. The results of this research suggest that the existing layered models
are insufficiently comprehensive to provide effective management of cyberspace, and the proposed
new model could help address this gap.

Keywords: Cyberspace, Layered model, Cyberspace Management
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